Abstract-The evolution from the current Fourth-Generation (4G) networks to the emerging Fifth-Generation (5G) technologies implies significant changes in the architecture and poses demanding requirements on network infrastructures. One of the Key Performance Indicators (KPIs) in 5G is to ensure a secure network with zero downtime. In this paper, we focus on the provisioning of protection capabilities for 5G infrastructures. Our objective is to implement a new 5G firewall that allows the detection, differentiation and selective blocking of 5G network traffic in the edge-to-core network segment of a 5G infrastructure, using a hardware-accelerated framework based on Field Programmable Gate Arrays (FPGA), developed using the P4 language. The proposed 5G firewall has been prototyped with the new capabilities proposed empirically validated.
I. INTRODUCTION
Mobile telecommunication operators should be ready to manage a high volume of network traffic in 5G networks. This entails the development of new 5G network elements that are able to manage those volumes of data. This paper is focused on the development of a new 5G firewall. The architecture proposed for this solution is based on a 5G Mobile Edge Computing (MEC) architecture where the Radio Access Network (RAN) is deployed on an Edge location to allow fast processing of data in the last mile, close to the final user and where the Edge is connected to the Core network segment to get access to other users globally. The proposed 5G firewall is located between the Edge and the Core network segment to be able to drop malicious traffic of 5G mobile users in order to protect both 5G users and infrastructure.
To the best of our knowledge, there is no similar existing solution providing such capabilities. To demonstrate our contribution, a full prototype has been implemented and extensive empirical validation of the prototype has been carried out using a 5G Edge-to-Core infrastructure currently deployed in our data centre. The main output of this contribution is a prototype of a new hardware-accelerated 5G firewall for the new 5G traffic, based on a NetFPGA Network Interface Card (NIC) [1] that makes use of the P4 language [2] .
II. PROPOSED P4-NETFPGA-BASED 5G FIREWALL ARCHITECTURE Fig. 1 . 5G architecture overview Figure 1 shows the 5G Edge-Core architecture deployed in this research work. The main functionality of the 5G firewall is to protect the internal 5G infrastructure of a communication operator. The 5G infrastructure requires the network traffic over it to fulfill the requirements of traffic encapsulation to allow user mobility across all the elements of the infrastructure, mainly by providing support for the General Packet Radio Service (GPRS) Tunneling Protocol (GTP) in a LongTerm Evolution (LTE) based 5G network. The corresponding 5G packets have the following header structure: MAC, IPv4 (outer), UDP/TCP (outer), GTP, IPv4 (inner), and UDP/TCP (inner).
It is noted that conventional firewalls are mainly focused on the classification of traditional IP traffic and thus only inspect the outer IP and UDP/TCP headers. In contrast, the proposed solution goes further in the traffic classification and is able to inspect the inner IP and UDP/TCP headers, which are those related to the 5G users in the Edge-to-Core network segment.
The proposed FPGA-based 5G firewall adopts the three stages of the P4-NetFPGA pipeline: parser, match/action and deparser, as explained below.
1) Parsing stage:
Five different headers are defined in order to allow their parsing inside of the P4 program: MAC, IP, UDP/TCP and GTP.
2) Match/Action pipeline: After the parsing stage, if the packet has the structure expected by the parser, it enters the match/action pipeline, where the data extracted from the packet are used to decide if the packet should be dropped or not. In this solution, a Ternary Content Addressable Memory (TCAM) has been implemented in P4. It is composed of several keys: 5G User Source IP, 5G User Destination IP, 5G User Source Port, 5G User Destination Port, Transport Protocol Type, and the identification number of the GTP tunnel. This TCAM table allows storing the 5G firewall rules, which determines if an action should be applied. The prototype allows the DROP action to be enforced to ruledefined malicious packets and has an allow-by-default policy.
3) Deparser: At this stage, if the packet has not be dropped, it is rebuilt and transmitted through the 5G infrastructure.
III. EXPERIMENTAL SETUP
A realistic use case has been deployed to empirically validate the prototyped P4-NetFPGA-based 5G firewall. The use case implies the prototyping of a user-level Application Programming Interface (API) to allow a network administrator to populate firewall rules from the user space into the NetFPGA-SUME board. This API uses the existing SDK libraries provided by the NetFPGA-SUME project [3] , allowing us to insert or remove rules from the NetFPGA. Figure 2 shows the experimental testbed developed to validate the 5G firewall prototype. Rules are inserted when some 5G flows should be blocked. These rules can be inserted at run-time when the NetFPGA is receiving the traffic, although for this experimental setup, the rules are inserted before the transmission starts (steps 1 and 2 in Figure 2 ). For the execution of the experiments, 10 different pcaps have been created. They contain real traffic of up to 512 different 5G users where each of the users is generating two different flows.
The idea is to validate the prototyped 5G firewall when up to 1024 flows are arriving at the same time.
As shown in Figure 2 , the traffic sent starts in PC1 (Edge) and it goes to PC2 (Core). The non-blocked traffic will come back to PC1. This return is only for experimental setup because it allows the measurement of the delay applied by the prototype in the NetFPGA card. Pcaps are sent separately, one by one, from PC1 (step 3 in Figure 2 ). The packets of each pcap go through the eth1 interface to the nf0 interface in PC2 (step 4 in Figure 2 ). When packets received are not discarded in the NetFPGA, they are forwarded through the nf1 to PC1 (step 5 in Figure 2 ). Finally, with the packets sent and the packets received, both captured at PC1, a comparison is conducted to empirically validate this solution (step 6 in Figure  2 ). The testing scenario is that one out of the two flows of each of the users is be dropped while the other one is be allowed.
In all the validation tests conducted, the 5G firewall prototype was able to deal with up to simultaneous 1024 flows, and block the flows that were identified as malicious by the inserted rules correctly, showing a high degree of reliability of the proposed solution.
IV. CONCLUSION
This paper has provided a new hardware-accelerated 5G firewalls suitable for deployment in the Edge-to-Core 5G network segment. The proposed solution is able to protect 5G infrastructures and mitigate cyber-attacks by selectively blocking malicious traffic that has been identified, due to the fact that it is implemented on the border of the core network and it receives all traffic of the mobile operator. Experimental results have validated the design and prototyping of the proposed 5G firewall system. Furthermore, the prototype yields good reliability even in stressed scenarios.
Future work will further investigate and quantify the performance of the proposed solution.
